Eldercare APl Requirements

Account Registration

e Username is unique

e  Contact email address is unique

e Upon completion of the registration form the default password and username are sent to the registered email address. User
must login and change the default password before the Eldercare API can be accessed.

e Once registration is complete the username and company name cannot be modified.

e Periodically a validation email will be sent to all registered email addresses. Accounts with invalid email addresses will be
deleted. So be sure to keep the account profile current.

Password Requirements:

e 12 Characters

e Atleast 1 lower case

e At least 1 upper case

e Atleast 1 number

e Atleast 1 of the special characters g {3~
e NO spaces

e No other characters are acceptable.

Username Requirements:

e Username must be at least 8 characters and can contain characters from the same character set as the password, although it
doesn’t have to. The username can be all alpha, all numeric, alphanumeric and can contain the special characters. Special
characters other than those detailed are unacceptable.

e Username cannot contain spaces.

Session Time out

e 20 minutes
o Indicated by error code returned.
o Example:

Development:

e The login function must be accessed before any other API methods are accessed. Successful completion of the login results in
the generation of a token which is used to access each of the other API methods.

e API throws SOAP errors.

e Qutput, dataset as detailed in the discovery documents.

Problems, Feedback, Questions:

e For any problems, feedback or questions send an email to: aoainfo@aoa.hhs.gov
e  Subject: Eldercare API functionality.
e Within the message detail the problem, suggestions or questions. Be sure to include your account username.



